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The AIR Log: ALT disconnect 240522 03.btt

Cypress is Central: 38:D5:7A:D7:43:03

Realtek is Peripheral: "BRM_BA03_7BA" 20:44:41:00:27:BA

LT. 3.btt* - Ellisys Blue
View Layout Search Record Tools Help
= .ﬂ .ﬂ # | P Record ~ Stop Restart Save & Continue Rz 'f‘; - :ﬁ, QNavigate -

Low Energy Overview # Spectrum

Protocol: Single +

Sl E S o -

3'135 items displayed

Item

# &2 LLCP Peripheral Feature Exchange (Encr, ExtRej, FeatEx, Ping » Encr, ExtRej, FeatEx, Ping)

# J& ATT Exchange MTU Transaction

+ 7= LLCP Feature Exchange (Encr, ParReq, ExtRej, FeatEx, Ping)

# & LLCP Encryption Start ( 0x9323, 0x24674BFCAEF0SA32, 0xE74F3D5A »
# Ja& ATT Error Transaction (Attribute Not Found)

# i“-’ Encrypted ACL Link Layer Traffic (x 2'843, 16 min 40.5 s)
= &= LLCP Version Exchange (5.0, 1c=Cypress Semiconductor,
= &g LLCP Version (5.0, Cypress Semiconductar, 8'715)
=~ #* LE-C Transfer (Version, 5.0, /- Cypress Semiconductor, Rev-8'715)
=~ = Empty LE Unit
-+ Empty LE Packet
-
+ # LE-CUni (Version, 5.0, Cypress Semiconductor, 8'715)
= &% LLCP Version (5.0, Il=Realtek Semiconductor Corporation, R =34'658)

8715 5.0,

=~ & LE-C Transfer (Version, 5.0, Realtek Semiconductor Corporation, 34'658)
# = Empty LE Unit
# - & LE-C Unit (Version, 5.0, Realtek Semiconductor Corporation, 34'658)

-

LLCP Peripheral Feature Exchange (Encr, ExtRej, FeatEx, Ping)

ATT Exchange MTU Transaction

LLCP Feature Exchange (Encr, ParReq, ExtRej, FeatEx, Ping » Encr, ExtRej, FeatEx, Ping)

ATT Read By Type Transaction (1 - Max Handle, Server Supported Features; Attribute Not Found)
7 LLCP Encryption Start ( OxF824, 0x210ACS84663462B3, 0x2043E9CD)

+ 3 LLCP Reserved (OXE7)

+, %% L2CAP 5DU (Basic,

#, %% L2CAP SDU (Basic,

+, %4 L2CAP SDU (Basic,

*, @ L2CAP SDU (Basic,

+, %% LLCP Reserved (0x78)

#. %% L2CAP SDU (Basic,

# ®
R T

+

0x160B)
0x8A6C)
0XDFCB)
0xD469)

0x308B)

A

OxF85AA911F...

Realtek Semiconductor Corporati...

) Markers « R

Communication

Central: EC:5C:68:1D:BD:FF =-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C
Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SAD1_76C" 20:44:41:00:27:6C
Central: EC:5C:68:1D:BD:FF =-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C
Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C
Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SAD1_76C" 20:44:41:00:27:6C
Central: EC:5C:68:1D:BD:FF =-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAD3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BA03_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 =-> Peripheral: "BRM_BAQ3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 =-> Peripheral: "BRM_BAQ3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 =-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAD3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAD3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAD3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 =-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 =-> Peripheral: "BRM_BAQ3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAD3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAD3_7BA" 20:44:41:00:27:BA
Central: 38:D5:7A:D7:43:03 <-=> Peripheral: "BRM_BAQ3_7BA" 20:44:41:00:27:BA

~  Payload

1 byte (6E)

6 bytes (0C 09 31 01 0B 22)
6 bytes (0C 09 31 01 0B 22)
0 bytes
0 bytes

9 bytes (DE FD 5F 00 00 00 00 00 00)

& bytes (0C 02 31 01 0B 22)
6 bytes (0C 09 5D 00 62 87)
& bytes (0C 02 5D 00 62 87)
0 bytes

6 bytes (0C 09 5D 00 62 87)

5 bytes (E7 59 FF 55 0A)

11 bytes (C9 5A 12 AD 1AB0 68 79 FD F...
15 bytes (F6 F4 10 0D BB 03 25 77 90 81...

7 bytes (3C 57 93 8AF3 8C 15)

13 bytes (06 61 CD 5C 49 A8 88 3E B7 3...
16 bytes (78 AC5D 57 70 7C 34 C1 E6 5...

7 bytes (51 A9 AE 3E 32 40 49)

Timing

A<

A, |W F | origin: 873497.01 ms - span: 1378 ms

- | Bluetooth | ~| wiFi [ Har | war | wean [ Logic | Misc | v Display | Logic inputs

2024-03-19 restricted

Copyright © Infineon Technologies AG 2024. All rights reserved.

Status

oK
Warning
Warning
Warning
Warning
oK

oK

oK

OK

oK

OK

OK

oK

OK

OK

(0]4

oK
Warning
(0]4

oK

OK
Warning
Warning
Error
Error
Error
Error
Warning
Error

v Q & - Search - |03
~  Time v A
866.786 97... LLCP
866.808 89... ATT
866.816 15... LLCP I
866.831 16... LLCP
866.83157... ATT
866.846 16... LE-LL
§73.497 67... LLCP
873.497 67... LLCP
873.497 67... LLCP
873.497 13... LLCP
873.497 13... LLCP
873.497 36... LLCP
873.497 67... LLCP
8§73.505 91... LLCP
873.50591... LLCP
§73.505 68... LLCP
8§73.50591... LLCP
873.497 94... LLCP
8§73.50540... ATT
873.51963... LLCP
873.527 13... ATT
873.534 63... LLCP
873.549 63... LLCP
873.564 63... L2CAP
873.572 36... L2CAP
8§73.57963... L2CAP
873.587 36... L2CAP
8§73.594 63... LLCP
873.617 13... L2CAP
@3 %
Ll e ~

& Filtering: Involving BRM_BACQ2_261, BRM_SA01_76C, BRM_BA... | No LE Anonymous Adv | No Unknown Broadcast @

4 I (3 % || Detais

Name

=&
S|

=]

]

]
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%
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g
F1 Analysis | Full screen [ Add.

0
¥ All fields E Show in overview = Display = ,fﬂ Search
Value
Link-Layer Information
Sniffer Radio
¥ RSSI -43.5 dBm
¥ RX Quality Average
¥ RF Gain 0.0dB
RF Channel
@ RF Channel Number 7
¥ RF Channel Index 6 (data)
 Initial Center Frequency O... -7.813 kHz
Link Layer
@ PHY LE 1M
« Coding Scheme Uncoded (1 Mbps)
& Access Address 0xAF9ASB27
¥ CRCInitial Seed 0x7F3DEB
& Physical Channel LE Connection (38:D5:7A:...
Timing
¥ Start Time 873.497 367 875
« Duration 152 us
& Delta from Previous 230.25 us (0.4 slots)
¥ T_IFS 150.250 us
« Connection Interval N/A
« Connection Event Counter 0
Devices
& Originator Peripheral
M Transmitter Peripheral: "BRM_BAO3_7B...
M Receiver Central: 38:D5:7A:D7:43:03
M Central Address 38:D5:7A:D7:43:03
M Peripheral Address 20:44:41:00:27:BA
Security
¥ Encryption Not Encrypted
Acknowledgement and Flow C...
@ Reception ACK
2



BLE remote end does not reply during valid connection interval

i

= g L2CAP B-Frame (Dst=0xC4A3)

=~ ¥ Start/Complete LE-U Transfer (12 emp

= " Empty LE Packets (x 15, 12 retries, 146 ms]

e

-+

L1

g

"

Empty LE Unit

Empty LE Packet

# Empty LE (12 refries)

Empty LE Unit
= Empty LE Packet
Empty LE Unit

-+ Empty LE Packet
Empty LE Unit

-+ Empty LE Packet
Empty LE Unit
Empty LE Unit

<+ Empty LE Packet
Empty LE Unit
Empty LE Unit
Empty LE Unit
Empty LE Unit
Empty LE Unit
Empty LE Unit

Emnhs | E LiniE

3

Rlm &~

origin: 1,02884 s

~ span: 137.80s

Ut aun v raywau Sty “ e P
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 10 bytes (64 7F S5E E2 BB C1 B8 64 2A9A)  Error 1'079.514 5... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 14 bytes (F7 19 A3 C4 64 7FSEE2 BB Cl... OK 1'079.514 5... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0K 1'079.368 0... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes OK 1'079.368 0... L2CAP

Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes OK 1'079.368 0... L2CAP l
2 Peripheral: "BRM_BAD2_261" 20:44:41:3E:12:61 0 bytes 0K 1'079.368 2... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral. 2 0 bytes Warning 1'079.514 3... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E: No Respons... 1'079.379 3... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes 0OK 1'079.379 3... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes No Respons... 1'079.390 5... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes 0OK 1'079.390 5... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes No Respons... 1'079.401 8... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes OK 1'079.401 8... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes No Respons... 1'079.4130.. L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes No Respons... 1'079.424 3... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes OK 1'079.424 3... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes No Respons... 1'079.4355... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes No Respons... 1'079.446 8... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes No Respons... 1'079.458 0... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0 bytes No Respons... 1'079.469 3... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 No Respons... 1'079.4805... L2CAP
Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 No Respons... 1'079.491 8... L2CAP
rantral 2QNETANTAYEE ~_~ Darinharals "ADM RANTY 241" 2NeAAA1 20 An Dachnne 1'n70 N N 1 2AD

=3 %

Misc |+ Display | Logic inputs ..hv » "I.. A

=Y

ith

3A03_7BA"20:44e1
SA01_76C" 204441,

3A02_261" 20:44:41...

TADT 4308

68:10:BE:6C

63:10:E0:FF

wanc

= g

a
B

=2 <+
B

Link-Layer Information
“i¢ sniffer Radio

¥ RSSI

@ RX Qualty

¥ RFGain
“% RF Channel

¥ RF Channel Number

@ RF Channel Index

 Initial Center Frequency O...
“I¢ Link Layer

¥ PHY

¥ Coding Scheme

@ Access Address

 CRCInftial Seed

¥ Physical Channel
‘% Timing

« Start Time

 Duration

i Delta from Previous

¥ Connection Interval

¥ Connection Event Counter
“4 Devices

 Originator

[ Transmitter

W Receiver

[T Central Address

M Peripheral Address
¥ Security

¥ Encryption
“% Acknowledgement and Flow C...

@ Reception

Link-Layer Packet

“% Header
¥ LD

infineon

vauc

-43.0 dBm
Average
0.0dB

2
1 (data)
+0Hz

LE 1M

Uncoded (1 Mbps)
0x50656498

0xC23602

LE Connection (38:D5:7A:...

1'079.424 308 500
80 us

11.249 ms (18.0 siots)
11.249 ms

17'448

Central

Central: 38:D5:7A:D7:42:FE
Peripheral: "BRM_BA02_26...
38:D5:7A:D7:42:FE
20:44:41:3E:12:61

Not Encrypted

NAK

L2CAP Continuation Fragm...

ﬁ Details | %' Piconets| jfid Channels | &) Counters

FhDT 42:FE
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BLE remote end does

ALT disco

not reply during valid connection interval

infineon

o X

File View Llayout Search Record Tools Help B Analysis | Full screen | 5 Add...
0 & .ﬂ #3 P Record « Stop Ul Restart Save & Continue E" 'ff - ;J Navigate - ] Markers « @ Filtering: Involving BRM_BAQ2_261, BRM_SAQ1_76C, BRM_BA... | No LE Anonymous Adv | No Unknown Broadcast « -@
Low Energy Overview d Spectrum I 4+ (3 % || Detais = 3 x
Protocol: Single ~ | All layers [+ * &2 & f;’ ST iy “ | 3"135 items displayed va b~ - Y2 [ ¥ All fields Show in overview | Display + | Cjg Search S
Item I~ lommunication ~  Payload ~  Status ~  Time ~ Appicati.. ~ Transmitter ~ Name Value
- Out Of Sync Packets (= Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BA03_7BA" 20:44:41:00:27:BA oK 3'098.671 648 375 LE-LL P o
® [ Empty LE Packet Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BA03_7BA" 20:44:41:00:27:BA 0 bytes OK 3'098.671 648 375 LE-LL Peripheral: "BRM_BA03_7BA" 20:.. E sf Lnlctayerinformation
[ Empty LE Packet Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BA03_7BA" 20:44:41:00:27:BA 0 bytes OK 3'098.739 147 375 LE-LL Peripheral: "BRM_BA03_7BA" 20:.. Bl 13 Snifer Radio
[ Empty LE Packet Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BA03_7BA" 20:44:41:00:27:BA 0 bytes oK 3098806 645 500 LELL Peripheral: "BRM_BAD3_7BA" 20: ¢ Resl ~49.0dem
[ Empty LE Packet Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA 0 bytes OK 3'098.874 144 750 LE-LL Peripheral: "BRM_BAQO3_7BA" 2! M RXQL!amY Average
[ Empty LE Packet Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAQ03_7BA" 20:44:41:00:27:BA 0 bytes OK 3'099.087 830 250 LE-LL Peripheral: "BRM_BAO3_7BA" 20:.. o 4 I:F(;Fa(rj::l 0.0d8
[ Empty LE Packet Central: 38:D5:74:D7:43:03 <-> Peripheral: "BRM_BA03_7BA" 20:44:41:00:27:BA 0 bytes OK 3'099.155 388 375 LE-LL Peripheral: "BRM_BAO3_7BA" 20:.. ’
[ Empty LE Packet Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BA03_7BA" 20:44:41:00:27:BA 0 bytes OK 3'099.222 888 500 LE-LL Peripheral: "BRM_BA03_7BA" 20:.. : EE 2::::: :::jr;ber :E (data)
[ Empty LE Packet Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAQ03_7BA" 20:44:41:00:27:BA 0 bytes OK 3'099.290 386 625 LE-LL Peripheral: "BRM_BAQO3_7BA" 20: @ Tnital Center Frequency O... +7.813 kHz
[ Empty LE Packet Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BA03_7BA" 20: 1:00:27:BA 0 bytes OK 3'099.504 131 125 LE-LL Peripheral: "BRM_BAQO3_7BA" 2! B % Lnk Layer
[ Empty LE Packet Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAQ03_7BA" 20:44:41:00:27:BA 0 bytes OK 3'099.571 630 250 LE-LL Peripheral: "BRM_BAQO3_7BA" 2! @ PHY LE 1M
= i LLCP Reserved (0x64) Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) 3'099.231 265 625 LLCP Central: EC:5C:68:1D:BD:FF @ Coding Scheme Uncoded (1 Mbps)
=~ 4* LE-C Transfer (100 retries...Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) farning 3'099.231 265 625 LLCP Central: EC:5C:68:1D:BD:FF @ Access Address 0X5065452C
= g» LE-CUnit (Reserved tral: EC:5C:68:1D:BD:FF =<-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) Mo Response From Peripheral 3'097.723 816 125 LLCP Central: EC:5C:68:1D:BD:FF & CRC Initial Seed OX9E1719
i LE-C Packet (Reser. tral: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) Warning 3'097.723 816 125 LLCP Central: EC:5C:68:1D:BD:FF & Physical Channel LE Connection (EC:5C:68:...
#. g% LE-CUnit (Reserved (... Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripheral '097.735 066 375 LLCP Central: EC:5C:68:1D:BD:FF B ¢ Timing
= g% LE-CuUNt (Reserved (... central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripheral 197.746 316 125 LLCP Central: EC:5C:68:1D:BD:FF @ Start Time 3'097.892 559 375
#* LE-C Packet (Reser. : EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) Warning 3'897.746 316 125 LLcp Central: EC:5C:68:1D:BD:FF @ Duration 120 us
LE-C Unit (Reserved : EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripheral 3097.768 815 125 LLce Central: EC:5C:68:1D:BD:FF @ Delta from Previous 11.249 ms (18.0 slots)
LE-C Unit (Reserved (.. : EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripheral 197.780 065 125 LLCP Central: EC:5C:68:1D:BD:FF & Connection Interval 11.249 ms
LE-C Unit (Reserved (... Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripheral 097.791 313 750 LLCP Central: EC:5C:68:1D:BD:FF @ Connection Event Counter  40'209
LE-C Unit (Reserved (... Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripheral '097.802 563 875 LLCP Central: EC:5C:68:1D:BD:FF = “% Devices
LE-C Unit (Reserved (.. : EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripheral 3'097.825 062 625 LLCP Central: EC:5C:68:1D:BD:FF « Originator Central
LE-C Unit (Reserved (.. : EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) Mo Response From Peripheral 3'097.847 561 375 LLCP Central: EC:5C:68:1D:BD:FF W Transmitter Central: EC:5C:68:1D:BD:FF
LE-C Unit (Reserved (... Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripheral 3'097.858 811 625 LLce Central: EC:5C:68:1D:BD:FF M Receiver Peripheral: "BRM_SA01_76...
LE-C Unit (Reserved (... Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripheral 3'097.881 310 125 LLCP Central: EC:5C:68:1D:BD:FF W Central Address EC:5C:68:1D:BD:FF
LE-C Unit (Reserved (... : EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) Mo Response From Peripheral 3'097.892 559 375 LLCP Central: EC:5C:68:1D:BD:FF M peripheral Address 20:44:41:00:27:6C
LE-C Unit (Reserved : EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripheral 3'097.903 809 125 LLCP Central: EC:5C:68:1D:BD:FF I = 1§ security
h o a* LE-C Unit (Reserved (... : EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) Mo Response From Peripheral 3'097.926 308 125 LLCP Central: EC:5C:68:1D:BD:FF # Encryption Not Encrypted
#. g LE-CUnit (Reserved (... Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) No Response From Peripher; 3'097.937 556 875 LLCP Central: EC:5C:68:1D:BD:FF =¥ Acknowledgement and Fiow C...
4, g% LE-CuUntt (Reserved (... Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM_SA01_76C" 20:44:41:00:27:6C 5 bytes (64 CC 68 FC E2) Mo Response From Periphghal 3'097.948 807 125 LLCP Central: EC:SC:68:1D:BD:FF # Reception NAK
#. «% LE-C Unit (Reserved (... Central: EC:5C:68:1D:BD:FF <-> Peripheral: "BRM SA01 76C" 20:44:41:00:27:6C 5 bvtes (64 CC 68 FC E2) lo Resoonse From Peraiifral 3'097.960 056 625 LLCP Central: EC:5C:68:1D:BD:FF E g Link-Layer Packet
Tirrs o o o = “% Header
- ¥ uo Control Packet
[%]<y Q [@]F~ origin: 309785037 ms - span: 6890ms - || Bluctooth | ~| WiFi | HCl | el | WPAN [ Logic | Misc |~ Display ~  Logic inputs (|5 %% ~ 8 ot | Poonen [ Channes [ Courntrs
EY=Eln & : 1|/ 'pata e x
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The BLE remote supervision timeout is illegal.

Connection Supervision Timeout

494.61 s

infineon

ﬂ ALT disconnect_240522_03.btt* - Ellisys Bluetooth Analyzer = o X
File View Layout Search Record Tools Help [T Analysis | Full screen | [ Add..
L} 25 i 3 P Record ~ Stop & Restart Save & Continue gy ﬁ: A Q Navigate ] Markers « n@ Filtering: Involving BRM_BA02_261, BRM_SA01_76C, BRM_BA... | No LE Anonymous Adv | No Unknown Broadcast x@

Low Energy Overview ﬁ Spectrum I 4 F (3 X || Detais = 3 %
dratacol: Single ~ || All layers | ¢ * &2 d 9 - g I SR <= | 3"135 items displayed v Q & - search - ¥ || ¥ All fields % Show in overview | Display = |Lig Search -
Ttem ~+  Communication ~  Payload ~/  Status ~  Time AL Mame Value
#, %% L2CAP SDU (Basic, Ds=0xABO7) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 9 bytes (74 3B 92 OE EA 24 13 30 C9) Error 883.511 81... L2CAP @ Delta from Previous 229.75 us (0.4 slots)
#,8% L2CAP SDU (Basic, st —0x9F31) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 5 bytes (8B C1 3C 5D 04) Error 883.52329... L2CAP v TS 148.750 us
%, L2CAP SDU (Basic, Dst~0x209D) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 9 bytes (C1 51 3A FF 60 OF 13 D4 8A) Error 883534 31.. L2CAP || # Connection Interval 11.250 ms
%@ L2CAP SDU (Basic, D="~0xAF4E) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BAD2_261" 20:44:41:3E:12:61 5 bytes (86 AA 06 EO 75) Error 883.54579... L2CAP @ Connection Event Counter  1'437
##% L2CAP SDU (Basic, Dsi-0x7919) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 9 bytes (OF A0 D2 F5 S5A 73 DF 8A 3F) Error 883.556 81... L2CAP 5 ¥ Devices
"aﬁ L2CAP SDU (Basic, Dst=0xB361) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 10 bytes (12 8F 3F 80 BF 45 48 69 C1 BD)  Error 883.613 28... L2CAP  Originator Central
%3 LLCP Reserved (0x4F) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BAO2_261" 20:44:41:3E:12:61 16 bytes (4F CE 06 B3 2E 1EB1 6D D3 3... Warning 883.86055... LLCP W Transmiter Central: 38:D5:7A:D7:43:03
%, %% L2CAP SDU (Basic, D Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 5 bytes (AA 01 66 C2 23) Error 884.01827... L2CAP W Recenver Peripheral: "BRM_BAO3_7B...
%4 L2CAP SDU (Basic, Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 9 bytes (FL D1 C1 0C 39 4F C1 25 AD) Error 884.05179... L2CAP : s:r?;f;:?i;?ﬁ zz:jzrgﬁ;j
+, ¢ L2CAP SDU (Basic, Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 5 bytes (93 D3 D6 25 67) Error 884.063 27... L2CAP o % securty e
%% L2CAP SDU (Baslc, Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 12 bytes (F8 CF 95 19 B1 03 3D B4 01 E...  Error 884.096 79... L2CAP @ Encrypton Not Encrypted
%% L2CAP SDU (Basic, C Central: 2:FE <-> Peripheral: "BRM_BA02_261" 20:44; 5 bytes (93 9D 32 2F 52) Error 884.108 27... L2CAP © % Acknowiedgement and Flow C...
###& L2CAP SDU (Basic, Central: :42:FE <-> Peripheral: "BRM_BA02_261" 20:44: 16 bytes (60 BO 6E B1 D1 64 37 12 4C4... Error 884.108 80... L2CAP @ Recepton Ak
# - 4~ Empty LE Packets (x 397, 68 retries, 3.08 5) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 No Respons... 884.11929... LE-LL
# 5@ LLCP Reserved (OXFD) Central: :43:03 <-> Peripheral: "BRM_BAD3_7BA" 20:44:41:00:27:BA Warning 886.519 68... LLCP |E g* Retransmission Information
# - ¢ Empty LE Packets (x 227, 220 retries, 3.08 s) Central: 3:03 <-> Peripheral: "BRM_BAQ3_7BA" 20:44:41:00:27:BA OK §86.520 01... LE-LL & DataRetries 0
+ % LLCP Reserved (0xCC) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 12 bytes (CC 12 56 05 5A D4 B4 8E 8F 5...  Warning 887.207 95... LLCP @ Empty Refries 0
1+ 4." Empty LE Packets (x 529, 102 retries, 3.99 s) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 0K 887.208 28... LE-LL @ Total Retries 0
= &% LLCP Connection Update Indication ( 17.5ms, Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA 12 bytes (00 AE 1D E8 CO EBAD 27 35C... OK 889.602 08... LLCP E 4 Link-Layer Packet
=~ < LE-CTransfer (Connection Update Indication, Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA 12 bytes (00 AE 1IDE8 COEBAD 27 35C... OK 889.602 08... LLCP |—
=~ # LE-C Unit (Connection Update Indication, Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA 12 bytes (00 AE 1D E8 CO EBAD 27 35C... OK 889.602 08... LLCP =/ "1 Header
-+ LE-C Packet (Connection Update Indication, ~74.27625 5, 111-75.44 5, Lai-1. Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BA03_7BA" 20:44:41:00:27:BA 12 bytes (00 AE 1D E8 CO EBAD 27 35C... OK 889.602 08... LLCP ¥ LD Control Packet
« Empty LE t Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA 0 bytes oK 889.602 41... LLCP @ NESN 1
% - ¢ Empty LE Packets (x 660, 641 retries, 9.18 5) Central: 38:D5:7A:D7:43:03 <-> Peripheral: "BRM_BAO3_7BA" 20:44:41:00:27:BA 0K 889.602 41... LE-LL @ SN 0
LLCP Reserved (0x58) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 12 bytes (58 6D AF 1F 55 36 7B B9 DB D... Warning 891.212 81... LLCP ¢ MD 0
+ 4." Empty LE Packets (x 470, 253 retries, 4.74 s) Central: 38:D5:7A:D7:42:FE <-> Peripheral RM_BAD2_261" 20:44:41:3E:12:61 0K 891.213 14... LE-LL v 0
%@ L2CAP SDU (Basic, Dsi=0x31EB) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 10 bytes (74 61 46 9C 63 E2 8E DD 7B 5D) Error 895.949 14... L2CAP v Payioad Data Length 12 bytes
# % LLCP Reserved (0x67) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 12 bytes (67 F6 46 7F E3 81 97 13 E9 FC... Warning 895.949 48... LLCP = % Data
#,##& L2CAP SDU (Basic, Dsl-0x8C32) Central: 38:D5:7A:D7:42:FE <-> Peripheral: "BRM_BA02_261" 20:44:41:3E:12:61 10 bytes (61 AC BB C8 6B 67 82 CE 70 0A) Error 896.196 63... L2CAP ¢ Opcode LL_CONNECTION_UPDATE...
& Transmit Window Size 217.5ms
@ Transmit Window Offset 74.27625 5

ﬁ"ing 2§ = « Connection Event Interval 75.44 5

&Y Q@ F ~ | origin: 88960195 ms - span: 1378ms - | Bluetootn | | wiFi | Hol [ war | wean [ Logic | Misc |+ Display | Logic inputs LT @ Connection Perpheral Lat... 10157

e 5 L PA Connection Supervision Ti...

I |"" * Webex | 37:37 | Speaking: I « Instant 55'028 (-11'945) | 755.22...
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Please check Bluetooth Spec.

Connection_Interval_Min:

Size: 2 octets

Host A LL A LLB Host B
(Central) (Central) (Peripheral) (Peripheral)
| | 1 |

Step 1: Device A and B are in a connection.
Host A wishes to change the connection parameters

)

LE Connection Update =

Command Status

LL_CONNECTION_UPDATE_IND

( Updated connection parameters used )

Value Parameter Description

N = 0xXXXX

Range: 0x0006 to 0x0C80
Time =N x 1.25ms
Time Range: 7.5 ms to 4 s.

Minimum value for the connection interval. This shall be less
than or equal to Connection_Interval_Max.

Connection_Interval_Max:

Size: 2 octets

Value Parameter Description

N = OxXXXX

Range: 0x0006 to 0x0C80
Time=Nx 1.25ms
Time Range: 7.5 ms to 4 s.

Maximum value for the connection interval. This shall be
greater than or equal to Connection_Interval_Min.

Max_Latency:

Size: 2 octets

Value Parameter Description

| LE Connection Update Complete LE Connection Update Complete
——te——— — R A
Figure 6.2: Connection update
7.8.18 LE Connection Update command
Command OCF Command Parameters Return Parameters
HCI_LE_- 0x0013 | Connection_Handle, none

Connection_Update

Connection_Interval_Min,
Connection_Interval_Max,
Max_Latency,
Supervision_Timeout,
Min_CE_Length,
Max_CE_Length

rated connection events.
Range: 0x0000 to 0x01F3

OxXXXX Maximum Peripheral latency for the connection in number of sub-

Supervision_Timeout:

_—____

Size: 2 octets

Value / arameter Description

N\

Range: 0x000A to 0x0C80
Time =N x 10 ms

Time Range: 100 ms to 32 s

2024-03-19 restricted

Supervision timeout for the LE Link.
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20240522_BFX-AT100_BT_Aging3_in_AlLT.cfa - Teledyne LeCroy Wireless Protocol Suite 2.20 - a X
File Edit View Options Help

a8 TR B@

- x
| q & K- ‘ = 5 = % ©0 © - Frame 1,279,356: Len=85

(=~ Errors:
All Layers Ctrl Summary Non-Msg Summary LE BB LE ADV LE DATA LELL L2CAP ATT SMP - LE BB - Decryption Status: CRC error. [=0]

LE BB - Warning: CRC error detected [Data and decoding may be inaccurate]
E - LE LL - transmitWindowSize: 293.75 ms[1 <= x <= 8

[Frame#  [Time | LEpatac] [ scanner | | LEBBA LEBBB | | apvermseR | [ LEpaTAP | [ LELLP ] . 8
| TNEGN=1 SN=N MN=N I rnnth=01 - LE LL - transmitWindowOffset: 24232.50 ms [<=3200]

| UALA Lhannel PUU LE LL - connlinterval: 49622.50 ms [2 <= x <= 3200]
Connection Event# 0x4405 H LE LL - connPeripheralLatency: 4756 [0 <= x <= 500]

1,279,352 18:10:57.715518 e (53U . LE LL - connSupervisionTimeout: 266090 ms [10 <= x <= 3200]

Empty = LEBB:
INFSN=1 SN=A MN=N | cnath=N1 P
UAIA Lhannel FUU RF Channel: 33 - 2468 MHz

A

I Channel=3R 1 -~ Channel Index: 31

1,279,353 18:10:57.718894 Empty - Initial Center Frequency Offset: -2.19 kHz

A

[NFSN=N SN=1 KMN=N | enath=N1 Meets Predefined Filter Criteria for BT low energy devices: Yes
UAIA Lhannel PUU Receive Status: Received without errors

Connection Event# 0x4406 }—D Ten b -- Decryption Initiated: Yes
1,279,354 18:10:57.726768 ' -- Decryption Status: CRC error, [=0]

Empty PHY Type: 1M
{NFSN=1 SN=0 MN=N | enath=N1 RSS: 41,625 dBrm (medium)

|

1 ] ’
}—{ Connection Event! 0x4454 -- CCM Packet Counter: 265

I Channel= N1 -Packet Length: 54 bytes

» Empty i - Preamble Length: 1 byte
N fNFSN=N SN=1 MN=N | anath=N1 i i Access Address Length: 4 bytes
UAIA Lhannel PUU |Uecryplion Status: UHU error. [=U)) .- PDU Length: 34 bytes
rh = » - CRC Length: 3 bytes
. : N LL Control FUU CTE Length: 12 bytes )
1,279,356 18:10:57.738017 Connection parameters change updat I nranct enca manca = Warning: CRC error detected [Data and decoding may be inaccurate]
CSN=1 SN=| -I ennth=121 & LE PKT:
» -~ Preamble: Oxaa
MWinSize= A WinNficei=24232 i.. Access Address: Oxaf9alab4
UAIA Lhannel PUU BD Address: 38:d5:7a:d7:42:fe
I Channel=3R 1 i CRC: (981144
Empty i-- Constant Tone Extension: Ox 49 f7 28 83 9f 43 db 3a 56 ¢330 ee
[=- LE DATA:

UAIA Lhannel FUU .- LLID: Control

Connection Event#l]xf?ZdH St N ! :

Empty 0x0000 24 03 42 07 44 Dé 0800100100 00000011 01000010 00000111 01000100 11010110 00001000
— - + — 0x0007 00 €4 8A SA AF B3 FE| 00000000 01100100 10001010 10011010 10101111 10110011 11111110
- (NFSN=T SN=N MNs §enath=N1 0x000E 0% 01 00 00 00 €4 8A 00001001 00000001 00000000 00000000 00000000 01100100 10001010
LUALA LNARNEE LA 0x0015 9 AF FE 42 D7 7A D5 10011010 10101111 11111110 01000010 11010111 01111010 11010101

1,279,359 18:10:57.749267 0x001C 38 00 11 02 BA FF 22 |00111000 00000000 00010001 00000010 10111010 11111111 00100010
Summary | Message Sequence Chart AeAnaa AR A7 AA AA ©B BA 4B | AAAAAAAA AAAAATIT AATAAAAA AAAAAAAA 111ATATI 1AT11A1A ATAATATI

UAIA Lhannel PUU

A

1,279,355 18:10:57.730144

Connection Event¥# 0x4407 ;Connection H

. U LL_UUNNEUIIUN_UFUAIE_IN...
Connection parameie‘rs change update - »

|
1—{ Connection Event# 0x4455

A

1,279,357 18:10:57.741393

A

I NFSN=N Rl\.l:1 MN=N | enath=N1

1,279,358 18:10:57.746556

2024-03-19 restricted Copyright © Infineon Technologies AG 2024. All rights reserved.
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Propose and modify parameters for experiments.

— Can clarity the BT stack configuration with “Connection Supervision Timeout”

— Please change to < 32s.
— Change the BLE Remote controller connection interval to 50ms or 100ms to check these difference.

— Force the BLE remote control not to enter power saving mode.
— We suspect that the BLE remote has clock-shift (RF Deviation) when waking up from sleep mode.

2024-03-19 restricted Copyright © Infineon Technologies AG 2024. All rights reserved.
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